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Disclaimer 
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY EXPRESS OR IMPLIED WARRANTY OF 

ANY KIND, INCLUDING WARRANTIES OF MERCHANTABILITY, NONINFRINGEMENT OF 

INTELLECTUAL PROPERTY, OR FITNESS FOR ANY PARTICULAR PURPOSE. IN NO EVENT SHALL 

PACKETCONTROLLER NETWORKS OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES 

WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, 

BUSINESS INTERRUPTION, OR LOSS OF INFORMATION) ARISING OUT OF THE USE OF OR 

INABILITY TO USE THIS DOCUMENT, OR THE PRODUCTS DESCRIBED HEREIN, EVEN IF 

PACKETCONTROLLER NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 

DAMAGES. BECAUSE SOME JURISDICTIONS PROHIBIT THE EXCLUSION OR LIMITATION OF 

LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY 

NOT APPLY TO YOU. PacketController Networks and its suppliers further do not warrant the accuracy or 

completeness of the information, text, graphics, links or other items contained within this document, or assume 

liability for any incidental, indirect, special or consequential damages in connection with the furnishing, 

performance, or use of this document. PacketController Networks may make changes to this document, or to 

the products described herein, at any time without notice. PacketController Networks makes no commitment 

to update this document. 
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Overview 

PacketController provides real time traffic capture feature, which will give the ISP complete 

details on its network and subscribers. 

 

The traffic capture runs continuously and keeps track of all the connections and hosts in ISP 

network. 

 

Some use cases as below: 

⚫ Show top usage of connections to see bandwidth hog 

⚫ Show top usage of hosts 

⚫ Show top PPS (packet per second) hosts to see abnormal traffic like DDoS attack and 

identify its source IP addresses 

 

High Performance 

⚫ PacketController Network Monitor scales at 1Gbps (full duplex) 

⚫ At 1Gbps, you could use both network monitor and bandwidth management without the 

performance compromise 

 

Real time network monitoring on whole network 

⚫ Real-time traffic capture for the whole network, i.e., all the active connections on the 

network and top 50 talkers and hosts 

⚫ For each active connection, its source IP address, destination IP address, source port, 

destination port, DNS, protocol, URL (if the protocol is HTTP/HTTPs), live bandwidth 

usage of this connection 

⚫ Host Geo Location 

 

Real time network monitoring per subscriber 

⚫ Real-time traffic snapshot for each active subscriber, i.e., all the active connections for 

each subscriber 

⚫ For each active connection, its source IP address, destination IP address, source port, 

destination port, DNS, protocol, URL (if the protocol is HTTP/HTTPs), live bandwidth 

usage of this connection 

 

Sample Site 

The examples shown here are simple illustrations of what can be done with PacketController 

network monitor in ISP environment. 

 

Background 

ISP A has 1000+ subscribers and the uplink is at 600Mbps. 

 

Objective 

⚫ Network connection tracking: ISP A needs to know the number of active connections 

on its network, and the real time bandwidth usage of each connection. This is good source 

to understand the network load; Furthermore, it is good to know if there are abnormal 

network activities like DDoS attacks. 

⚫ Subscriber-based connection tracking: Besides the live bandwidth usage for each 

subscriber, ISP A needs to know real time active connections for each subscriber. This is 

to provide connection-based stats for helpdesk people to deal with customer complaints. 

 



 

 

 

Enable Network Monitor 

⚫ Click Network -> Monitor, in Network Monitor tab and click  icon in Action 

column 

 
⚫ In the popup window, click Yes button  

 

⚫ In Status column, the  icon will be shown. 

 
 

Network Monitor Settings 

The network monitor settings can be configured, please note that the network monitor settings 

can ONLY be set when network monitor is not running. 

 

In most case, the default value of network monitor settings is good to go. 

 

So network monitor should be stopped if it is running before change the network monitor 

settings. 

 

There are 2 settings: 

⚫ Max. Connections: The max. connections/streams to be tracked, by default it is 100,000, 

the valid range is 1,000 – 500,000. The max. connections/streams setting depends on 

network activities. You could check the current max. streams on your network in Streams 

of System Resource widget in Dashboard. 



 

 

 

 
⚫ Max Hosts: The max. hosts (both internal and external network) to be tracked, by default 

it is 25,000, the valid range is 1,000 – 50,000 

 

The max. connections/hosts take the resource like CPU and memory, those 2 settings should 

be a little more than the number of actual streams and hosts on your network. 

 

The procedure to configure network monitor settings: 

⚫ Click Network -> Monitor, in Network Monitor tab and click  icon in Action 

column 

 
⚫ In Network Monitor Setting window, input the numbers 

 
⚫ Click Save button 

 

Configure Monitoring Port 

The monitoring port must be configured, it must be the external port of bridge. If you have 

multiple bridges and you want to monitor the traffic across all bridges, then you should 



 

 

 

configure all external ports as monitoring ports. 

 

The monitoring port can be configured before or after network monitor is running. 

 

The procedure to configure monitoring port: 

⚫ Click Network -> Monitor, in Monitoring Port tab and go to the port for monitoring port  

 

⚫ Click icon  in Action column 

⚫ In the popup window, click Yes button 

 
⚫ In Monitor Listener column, the checkbox is checked. 

 
 

Notes:  

please do NOT use internal port of bridge. 

 

Overall Network 

The active connections and hosts are monitored in real time on overall network. 

 

⚫ Click Log & Report -> Connections, select All connections to view all active connections 



 

 

 

 

The column idle/In/Out can be sorted. 

 

The search filters include All connections/Top 50/DNS, protocol and IP address 

 

All connection records can be exported in PDF. 

 



 

 

 

 

⚫ Click Log & Report -> Host, , select All Hosts to view all active hosts including external 

and internal hosts 

 

The column idle/PPS/In/Out can be sorted. 

 

The search filters include All Hosts/Top 50/DNS, Country and IP Address 

 

All hosts can be exported in PDF 

 



 

 

 

 

Notes:  

⚫ In Host reports, PPS (Packet Per Second) metric is good to identify the DDoS attacks. 

⚫ One specific IP could be filtered for both connections and hosts in Search input. 

 
 

⚫ Click Log & Report -> DNS to view all DNS records used by subscribers 

 

The column idle can be sorted. 

 

The search filters include DNS or IP Address 

 
 

All DNS records can be exported in PDF 



 

 

 

 

Subscriber 

The active connections per subscriber are captured in real time. 

 

⚫ Click Log & Report -> Subscriber 

⚫ Go to the subscriber and click Active Connection in Reports Dropdown of Action column 

 
⚫ The active connections for this subscriber shown as below: 

 
⚫ Idle/In/Out can be sorted and it is helpful to see the heavy connections of this subscriber 



 

 

 

 
⚫ The search filters include All connections/Top 50/DNS, protocol and IP address 

 
⚫ There are 3 types of data which can be exported in PDF: All connections of this 

subscriber, DNS records of this subscriber and Application usage of this subscriber 

 

 

 



 

 

 

 


