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Disclaimer

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY EXPRESS OR IMPLIED WARRANTY OF
ANY KIND, INCLUDING WARRANTIES OF MERCHANTABILITY, NONINFRINGEMENT OF
INTELLECTUAL PROPERTY, OR FITNESS FOR ANY PARTICULAR PURPOSE. IN NO EVENT SHALL
PACKETCONTROLLER NETWORKS OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES
WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS,
BUSINESS INTERRUPTION, OR LOSS OF INFORMATION) ARISING OUT OF THE USE OF OR
INABILITY TO USE THIS DOCUMENT, OR THE PRODUCTS DESCRIBED HEREIN, EVEN IF
PACKETCONTROLLER NETWORKS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME JURISDICTIONS PROHIBIT THE EXCLUSION OR LIMITATION OF
LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY
NOT APPLY TO YOU. PacketController Networks and its suppliers further do not warrant the accuracy or
completeness of the information, text, graphics, links or other items contained within this document, or assume
liability for any incidental, indirect, special or consequential damages in connection with the furnishing,
performance, or use of this document. PacketController Networks may make changes to this document, or to
the products described herein, at any time without notice. PacketController Networks makes no commitment
to update this document.
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Overview

Application plan allows ISP to micro management applications per subscriber. This means you
can create a policy defining the management of certain traffic types and apply it on a per user
basis. This allows for greater control over subscribers and the traffic they generate.

The example as below:

® 1024Kbps inbound and 1024Kbps outbound

® Among 1024Kbps, 512Kbps for HTTP(s) traffic, no P2P and 512Kbps for other
applications

® Block the customized porn websites

The detailed procedures please see the below

Service Plan Creation

® Click Subscriber -> Service Plan and click Add Button

Service Plan

Display | 10 +  records Search
Name *  Inbound Outbound Burst Condition Action
40Mbps 40000000 40000000 = n
20Mbps 20000000 20000000 = n
10Mbps 10000000 10000000 @ n
100Mbps 100000000 100000000 @ | x|
512Kbps 1024000 1024000 & | x|

Showing 1 to 5 of 5 entries

® Input name and bandwidth inbound/outbound
Add Service Plan

Mame 1024Kbps Priority Priority: 5 (Normal) v
Bandwidth Inbound 1024000 Bandwidth Outbound 1024000
Reserved Bandwidth Total Bandwidth No v
Burst Inbound Burst Outbound
Burst Condition None v Burst Timeout
Unburst PPS Inbound

PPS Cutbound

® Click Save button
® Repeat the procedures to add service plan 512Kbps and Block-SP

Notes:
The parameter of bandwidth inbound/outbound is bps.
The Block-SP service plan utilizes the Block (Deny) priority, the screenshot as below:




Add Service Plan

Name BlocksP I Prigrity Block (Deny) ~ I
Bandwidth Inbound Bandwidth Qutbound
Reserved Bandwidth Total Bandwidth No b
Burst Inbound Burst Qutbound
Burst Condition None v Burst Timeout
Unburst PPS Inbound

PPS Qutbound

Close Save

App Group Creation

® Click DPI -> App Group and click Add Button

‘ App Group Configuration

B Add

Display | 10 ~  records

® |nput the name
Add App Group

MName pornlist

Close Save

® Click Save button

Porn List Creation

® Click DPI -> Web Sites and click Add Button

Web Site Configuration

App Group | pornlist Ml Default View B Add

Display = 10 +~ | records

® Select pornlist in App Group dropdown and Batch Import in Entity Type, and then upload
the cvs file containing the list of porn websites




Add Web Site

App Group pornlist

Entry Type Batch Import

b Site Fi
Web Site File

® Click Save button

Notes:

The file must be in cvs file extension, for instance, porn.cvs

One website per line and it can contain thousands of websites

The website should NOT contain HTTP:// or HTTPS:// or www, the good example is

facebook.com

Application Plan Creation

® Click Subscriber -> Application Plan and click Add Button

Application Plan

Search:

Display 10 ~  records
Name “  Profile Type Profile Action
appplani Service Plan 100Mbps 4 u

® Input the settings for the application plan as below:
Add Application Plan

Mame appplan2
Type Service Plan

Service Plan 1024Kbps

Save

Notes: This is to set the overall bandwidth limit for the subscriber and it supports either
service plan or time plan.
® Click Save button

Application Rule Creation

® Click Subscriber -> Application Plan and find the appplan2

Display | 10 ~ records
Name “  Profile Type Profile Action
appplan2 Service Plan 1024Kbps 24 u

appplan’ Service Plan 100Mbps = u




® Clickicon in Action column
® Click Add button

Application Rule

| B Add | & Backto Main

Search

Sequence

® Add httprule as below and click Save button
Add Application Rule

Name App Group Protocol Port Service Plan Action

Name huaprule

App Group None v

-
Part

Priority None v

ISerwce Plan 512Kbps I ~

Save

® Add p2prule as below and click Save button
Add Application Rule

Name p2prule

App Group MNone v

-
Port

I Priority Block (Deny) I v

Service Plan None v

Save

® Add pornrule as below and click Save button
Add Application Rule

MName pornrule

I App Group pornlist I v

Protacol None v
Port

I Priority Block (Deny) I v

Service Plan None ~

® Add othersrule as below and click Save button




Add Application Rule

Name othersrule
App Group Naone
Protocol None
Port
Priority None
I service Plan 512Kbps I
®  All the rules shown as below
Sequence “  Name App Group
httprule
2 p2prule
3 pornrule pornlist
4 othersrule
Notes:

The othersrule above serves as the default rule.

Protocol

http

p2p

Port

Service Plan Action

512Kbps Z|x |+
Z | = |1
= | x |4

512Kbps Z | x |4

The rule has the order (aka sequence) and it will be matched from lower to higher, you

could adjust the order of rule by clicking

Add Subscriber

= =

icons in Action column of each rule.

®  Click Subscriber-> Subscriber, select the port and then click Add button

Subscriber
Display 10 + records
Name * Type Plan
user3 Service Plan 40Mbps
user2 Service Plan 100Mbps
userl Service Plan 512Kbps

Showing 1 to 3 of 3 entries

IP Address

172.16.0.0/24
192.168.0.0/24
192.168.1.0/24
192.168.2.0/24
192.168.3.0/24

192.168.0.225

MAC

Notes

Search:
Speed % Action
0/0 =[x |=a [
0/0 z|x|= [}
0/0 =[x |=a [
Previous

® Please fill in the forms of this user as below, select Application Plan in Plan Type
dropdown and appplan2 in Application Plan dropdown

Next




Add Subscriber

Name appuser Premium O TCP Optimization
Email support@packetcontroller com Password password
I Plan Type Application Plan v Application Plan appplan2 I ~
Group Type None v
MAC Address VLAN
|P Address 10.10.10.200
10.10.10.201

Notes: Select TCP Optimization for subscriber in most case.
Click Save button
Now the policies for this user has been automatically created, check QoS -> QoS Policy

Display | 10 | records

v *  Name IP Group App Service Plan Speed
40152 10.10.10.8 Timeuser 0s0
40200 appuser 1024Kbps 0/0
40201 10.10.10.200 appuser http 512Kbps 0/0
40202 10.10.10.200 appuser p2p 0s0
40203 10.10.10.200 appuser 0/0
40204 10.10.10.200 appuser 512Kops 0/0
40205 10.10.10.201 appuser http 512Kbps 0/0
40206 10.10.10.201 appuser p2p 0/0
40207 10.10.10.201 appuser 0s0
40208 10.10.10.201 appuser 512Kops 0/0

Close Save

Search:

%  Action
[ x |=Ja
[ x |=Ja
[x | Ja
[x |& Ja
[ x |=Ja
[x |=Ja
[ x | Ja
[x | Ja
[ x |& Ja
[ x |=Ja




